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(BAMAIX| @) [OK] No Hidden Entry | Rootkit Not Found | Backdoor Not Found
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1. EE3l(was-patch) 24
root@localhost:~ - o0 x
File Edit View Search Terminal Help
[root@localhost ~]# 1s -al /var/preserve/
total 4
drwxr-xr-x. 2 root root 23 Nov 24 83:46 .
drwxr-xr-x. 21 root root 4096 Nov 21 06:11 ..
[root@localhost ~]# stat /var/preserve/was-patch
File: ‘/var/preserve/was-patch’
Size: 238816 Blocks: 472 I0 Block: 4896 regular file
Device: 803h/2051d Inode: 684280852 Links: 1
Access: (O777/-rwxrwxrwx) Uid: ( 1eee/ seul) Gid: ( 1eee/ seul)
Context: unconfined u:object r:user home t:se
Access: 2025-12-10 15:10:29.883983806 -0800
Modify: 2024-89-11 18:09:16.000000000 -0700
Change: 2825-11-24 15:38:40.099004723 -0800
Birth:
[root@localhost ~]# ||
2|4 Y REZ HA Jto|S



2. B 0f(was_sys_relay) 24!

root@localhost:~ - o x

File Edit View Search Terminal Help

[root@localhost ~]1# 1s -al /var/adm/
total 4
drwxr-xr-x. 3 root root 23 Nov 24 03:45
drwxr-xr-x. 21 root root 4096 Nov 21 ©06:11
[root@localhost ~]# stat /var/adm/was-patch/was sys relay

File: ‘/var/adm/was-patch/was_sys relay’

Size: 140464 Blocks: 280 10 Block: 4096 regular file
Device: 803h/2851d Inode: 68428046 Links: 1
Access: (B777/-rwxrwxrwx) Uid: ( 1leee/ seul) Gid: ( leee/ seul)
Context: unconfined u:object r:user home t:s@
Access: 2025-91-23 11:15:44.000000000 -0808
Modify: 2025-81-23 11:15:44.000000000 -0800
Change: 2025-11-24 15:38:49.859004040 -0800

Birth:
[root@localhost ~1# ||
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root@localhost:~/workspace - o

File Edit View Search Terminal Help
[root@localhost workspacel]# 1s -al

total 48

drwxr-xr-x. 2 root root 88 Dec 10 21:16 . ZENS g ASTE AMAB B0
dr-xr-x---. 5 root root 4096 Dec 10 15:57 ..

-rwxr-xr-x. 1 root root 22111 Dec 10 21:09 rootkit detect scanner posix v1.0.sh

-rwxr-xr-x. 1 root root 17421 Dec 10 21:16 rootkit detect scanner v1.0.sh
[root@localhost workspace]# ./rootkit detect scanner v1.0.sh

Rootkit Detection Scanner v.1.@

[OK] Running with root privileges (uid=0)

[+] System Information

- Hostname: localhost.localdomain

- IP: 192.168.170.128

- Kernel: 3.10.0-1160.el7.x86 64

- 0s: Cent0S Linux 7 (Core) x86 64

[+] Detecting Suspicious file (scan fs) Uzl MUA/REIMTO §©A|

[*] DIR: /etc/systemd/system/, FS=/dev/sda3, FSTYPE=xTfs, TARGET INODE=1494884
[!] Hidden Entry File: /etc/systemd/system//was-patch.service
[+] Found insmod in hidden entry file: /etc/systemd/system//was-patch.service
[!] Suspicious Rootkit Found : /var/preserve//was-patch
[!] Suspicious Backdoor Found: /var/adm//was-patch/was sys relay
[*] DIR: /etc/init.d/, FS=/dev/sda3, FSTYPE=xfs, TARGET INODE=201398977
[*] DIR: /etc/rc2.d/, FS=/dev/sda3, FSTYPE=xTs, TARGET INODE=134679620
[*] DIR: /etc/rc3.d/, FS=/dev/sda3, FSTYPE=xTs, TARGET INODE=201398978
[*] DIR: /etc/rc5.d/, FS=/dev/sda3, FSTYPE=xTs, TARGET INODE=67272090

SCAN RESULT
[Alert] Hidden Entry Found!

[!] FilePath: /etc/systemd/system//was-patch.service ©la(ele)utd EHE =2

- Modified: 2025-11-24 15:39:44.662000210 -0800

- Changed: 20825-11-24 15:39:44.662000210 -0800

- MD5: 60aea6@l012bfd3b67d60le2de@7a82b9

- SHA256: b63ead743e27cedclf9cB82c288f98e29e01b6aad5dd3e3abd5865466607at4a3
[Alert] Suspicious Rootkit Found!

[!] FilePath: /fvar/preserve//was-patch

- Modified: 2024-09-11 18:09:16.000000000 -0700

- Changed: 20825-11-24 15:38:40.099004723 -0800

- MD5: 8433c3T878729889f4b9712e26Te2fc8

- SHA256: 6215633e66CcP4abd95e6c01d794387324697T84371b873dd5e64011543155745T
-------------- Rootkit File Analysis -------------

- Invisible Rootkit Module Name: ipmc si

- Proc Entry: /proc/fs/kvm efsd

- Backdoor Path: /var/adm//was-patch/was sys relay

- Module Version Magic: 3.10.0-1160.el7.x86 64 SMP mod unload modversions

[Alert] Backdoor Found!

[!'] FilePath: /var/adm//was-patch/was sys relay

- Modified: 2025-81-23 11:15:44.000000000 -0800

- Changed: 20825-11-24 15:38:49.859004040 -0800

- MD5: 73c9efbl@8efcbflb706768a21la6abeb

- SHAZ256: 2408527736ac3c2d@5Tcc5839559b21c5932483e5bd3bBaechbdch8e2233a01937

[#] Scan Complete!

[root@localhost workspacel# 1s
localhost.localdomain 192.168.170.128 result 20251210 211655.log

rootkit detect scanner posix v1.0.sh HHH QU (*. Log) ME
rootkit detect scanner v1.0.sh

[root@localhost workspacel# I




